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Abstract

The rapid evolution of financial technology (Fin-Tech) platforms has revolutionized the financial landscape but
has simultaneously introduced significant cybersecurity challenges. Natural Language Processing (NLP)-based
security tools have emerged as a promising solution to enhance security measures in these platforms. This study
explores the effectiveness of NLP in identifying, mitigating, and preventing cyber threats, such as Fraudulent,
Anomaly, and Unauthorized Access. This study explores the efficiency of NLP-based security tools in
enhancing the security of fin-tech platforms by leveraging machine learning techniques such as Support Vector
Machines (SVM), Random Forest (RF), and K-Nearest Neighbors (KNN). By analyzing patterns in textual
data, these tools aim to detect vulnerabilities, predict threats, and mitigate risks in real-time. In this study,
researchers used the financial data and textual data. The research evaluates the performance of these ML
models, focusing on their accuracy (Aaccuracy): Precision (Pprecision): recCall (Rrecan), and F1-score (Flgcore).
The experimental result shows that the proposed RF model shows the highest Accuracy (98.83%), Porecision

(97.70%), Ryecan (98.64%), and Flgcore (98.17%).
Keywords: NLP, Financial technology (Fin-Tech), Machine Learning (ML), Cyber security
1.  Introduction

Fin-Tech has had unlimited and acknowledged expansion throughout the previous decade. This is a completely
new phrase that defines the financial technology industry [1]. Its primary goal is to regulate businesses and
other organizations that focus on enhancing service quality through the use of Information Technology (IT).

Some of the other technologies that contributed to the development of Fin-Tech are mobile embedded systems
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and related networks [2-6], trust management [7,8], big data [9-11], data analytics methods [12,13], image

processing, and cloud computing [14,15].

In recent years, fintech has digitised internet financial services. Independent financial services are provided to
consumers by fin-tech enterprises [16]. As seen in Figure 1, the Fin-Tech sector offers a wide variety of digital

financial services.
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Figure 1: Fin-Tech Services [17].

It should be mentioned that Fin-Tech offers a variety of services to its consumers, as shown in Figure 1.
However, the security and privacy concerns mostly arise from the IT applications that are used to deliver these
services [18,19]. Furthermore, preserving confidentiality, integrity, authorisation, and availability are additional
problems that Fin-Tech must address in order to perform its functions reliably-[20]. In the absence of solutions
to these problems, the reliability and efficiency of Fin-Tech integration of IT applications would remain in
doubt [21]. Financial technology (FinTech) security and privacy problem mépping with technological solutions

is shown in Figure 2.
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Figure 2: Mapping Fin-Tech security and privacy challenges and technology solutions [22].
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The integration of Natural Language Processing (NLP) in security tools has significantly bolstered the security
of financial technology (FinTech) platforms. FinTech systems, which often handle sensitive financial data and
facilitate transactions, are prime targets for cyberattacks. NLP-based tools enhance these systems by detecting
and mitigating potential threats in real time. They excel in analyzing vast amounts of unstructured data, such as
customer communications, transaction records, and social media feeds, to identify anomalies or suspicious
patterns indicative of fraud or cyber threats. Additionally, these tools enable robust user authentication through
voice recognition and sentiment analysis, providing an additional layer of security. NLP algorithms also assist
in identifying phishing attempts and malicious activities by interpreting the semantics of emails or messages.
By automating the detection and response to threats, NLP-based security tools improve the resilience of Fin-
Tech platforms, ensuring both user trust and compliance with regulatory standards. This technology is

becoming an essential asset in the evolving landscape of digital financial services.

The aim of the paper based on the effectiveness of NLP based security tools in strengthening the security over

fin-tech platform. The research objectives based on the study follow as:

e To assess how NLP techniques enhance the effectiveness of security tools in detecting and preventing
security threats (such as fraud, unauthorized access, and anomalies) on fin-tech platforms.
e To evaluate and compare the performance of the SVM, RF, and KNN models in terms of key metrics,

including Aaccuracys Porecision: Rrecan, @nd Flgeore, for identifying security threats on fin-tech platforms.

e To compare the effectiveness of different ML algorithms such as SVM, RF, and KNN in combination with
NLP for security threat detection on fin-tech platforms.

2.  Literature Review

In this section, the authors provide the previous work based on the effectiveness of NLP based security tools in
strengthening the security over fin-tech platform using ML and DL models with some evaluation parameters

such as Accuracy (Aaccuracy)s Precision (Pyrecision)s RecCall (Rpecan), and Fl-score (Flgcore)-

Sonawane et al. (2023) [23] evaluated the intersection between Industry 5.0 and blockchain-powered FinTech
by assessing the benefits and challenges of using cryptocurrency in Indian FinTech, such as compliance with
regulators and scalability issues. The rise of new business models, independent monetary ecosystems, and
enhanced consumer experiences are among the noteworthy possible effects that are disclosed. To sum up, this
study promotes further research into how blockchain could influence Indian businesses in the future, stimulate
creative thinking, and provide insightful information on emerging trends in using blockchain for Indian

FinTech outside the framework of Industry 5.0.

Jayasingh et al. (2023) [24] used ML to generate a Transaction Anomaly Detection (TAD) model for online
transactions made by consumers using credit cards. In this study, a data collection from kaagle.com including
284807 records of online credit card transactions with a class designation is examined. The XGB classifier is

one of the ML algorithms used in the suggested TAD model. We found that the best algorithm for this dataset is
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the XGB Classifier, which identifies the fraudulent transactions with an A,ccyracy 0f 99.96% and a Ryecan Of

83%.

Lokanan et al. (2023) [25] used ML classifiers to forecast transactions identified as fraudulent in mobile
money transfers. LR provides flexibility, Decision Trees (DT) give interpretability, and gradient descent
ensures efficiency; together, these algorithms present strong and varied methodologies for addressing prediction
challenges in the intricate domain of financial crimes. The RF classifier demonstrated exceptional performance
because to its ability to learn from high-dimensional data and its capacity for optimisation, achieving an
Ajccuracy 0F 0.96, Ryecan 0F 0.80, and an Flg,,e O 0.87.

Alwadain et al. (2023) [26] presented an innovative method for forecasting financial fraud via ML.
Additionally, around 5000 additional data samples were produced using a Conditional Generative Adversarial
Network for Tabular Data (CTGAN). Among the 27 classifiers, XG-Boost exhibited superior performance with

an A,ccuracy Score of 0.999. However, when subjected to rigorous repeated 10-fold cross-validation, the average

Ajccuracy Score for XG-Boost was 0.998.

Umer et al. (2023) [27] suggested an ensemble learning methodology for detecting fraudulent bitcoin
transactions by combining two deep learning techniques: Convolutional Neural Network (CNN) and Long
Short-Term Memory (LSTM). The performance of off-the-shelf CNN and LSTM, ensemble CNN, and
ensemble LSTM using bagging and boosting techniques is evaluated based on A,ccuracy and losses from
training and test datasets. The assessment findings demonstrate that the bagged LSTM ensemble method

achieves a notable A, ccuracy Of 96.4% and surpasses other techniques.

Xiong et al. (2022) [28] examined potential risks associated with Internet finance and the determinants
influencing user behaviour in the context of big data. An Internet financial fraud detection model is developed
based on the BP neural network (BPNN), accompanied with the establishment of relevant touch rules. The
predictive performance is quantitatively compared with that of the SVM and RF algorithms. The financial fraud
identification model using BPNN has the best Pyrccision ate (88.14%), Aaccuracy rate (96.37%), Ryecan rate

(70.96%), and F-Score value (16.36) compared to the other two methods, while also demonstrating the lowest

mistake detection rate (7.19%).
3. Problem Formulation

The rapid adoption of fin-tech platforms has revolutionized the financial industry, enabling efficient
transactions, investment management, and access to financial services. However, this transformation has also
introduced significant security challenges, such as data breaches, fraud, and unauthorized access to sensitive
financial information. Traditional security measures are often insufficient to address the sophisticated and

evolving nature of cyber threats targeting fin-tech platforms.
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NLP-based security tools have emerged as a potential solution to enhance the security infrastructure of these

platforms. These tools leverage NLP techniques to detect anomalies, analyze threats, and provide actionable
insights by processing large volumes of unstructured data, such as user communications, system logs, and
transaction details. Despite their potential, the effectiveness of NLP-based tools in strengthening the security of
fin-tech platforms remains underexplored. This research seeks to evaluate the effectiveness of NLP-based

security tools in identifying and mitigating cyber threats on fin-tech platforms.
4.  Research methodology

The figure illustrates a framework that demonstrates the integration of NLP techniques to strengthen security in
fin-tech platforms by leveraging financial and textual data. The process begins by defining the business
objective, which serves as the foundation for collecting relevant financial and textual data. These datasets are
then combined to ensure a comprehensive analysis. Next, a critical phase, data preprocessing, is conducted,
which includes various sub-steps such as text cleaning, tokenization, removing stop words, and normalization.
These steps refine and standardize the data to improve the accuracy and efficiency of subsequent NLP tasks.
Feature extraction follows, employing methodologies like Term Frequency-Inverse Document Frequency (TF-
IDF) and Word2Vec to transform the processed textual and financial data into numerical representations
suitable for ML models. The transformed features are then passed to the model selection stage, where different
ML algorithms, such as SVM, RF, and KNN, are evaluated for their effectiveness in identifying security
threats. The performance of the selected models is assessed using evaluation metrics such as A,ccyracy:

Porecisions Rrecalls and Flgeore. These metrics ensure that the implemented security tools are reliable and

efficient in safeguarding fin-tech platforms from wvulnerabilities. This structured approach highlights the

potential of NLP-based security tools in enhancing the robustness of financial technologies.
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4.1 Financial data Collection (Phishing Email Dataset)

Phishing email datasets are essential resources for analyzing and mitigating cyber security threats, particularly
within the context of fin-tech platforms. These datasets typically consist of collections of phishing emails,
which are fraudulent messages crafted to deceive recipients into revealing sensitive information such as login
credentials, financial details, or personal identification [29]. A typical phishing dataset might include around
50,000 to 100,000 emails, with approximately 20% classified as phishing attempts. These records encompass
various features, including email subject lines, sender information, body text, and metadata like timestamps and
IP addresses. Table 1 show the dataset summary.

4.2 Textual Data Collection

The data includes a wide range of security-related text sources, such as financial transaction logs, user
authentication protocols, phishing emails, malicious chat logs, and vulnerability reports. The collection process

ensures the inclusion of both structured and unstructured data, enabling the study of how NLP techniques like
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sentiment analysis, anomaly detection, and text classification can identify and mitigate threats. Textual data

plays a critical role in strengthening the security of Fin-Tech platforms by providing insights that go beyond
numerical analysis. Identifies unusual patterns, scams, and fraudulent activities in unstructured data like user
complaints, transaction descriptions, or chat logs. Tracks and interprets textual user input to detect anomalies in
behavior. The datasets are preprocessed through text cleaning, tokenization, and normalization to enhance their

quality and usability for NLP model training and evaluation.

Table 1: Dataset Summary

Dataset Type Number of Records Unique Feature
Financial Data 50,000 50
Textual Data 8,000 5,000

4.3 Data Pre-processing

This stage ensures that the raw data is refined and structured, allowing for more accurate and meaningful

outcomes when applying NLP-based security tools. The key steps involved in data preprocessing are:

e Text Cleaning: This step involves removing unnecessary or irrelevant components from the text, such as
special characters, punctuation, numerical digits, and HTML tags. It ensures that the textual data is free of

noise, making it suitable for analysis.

e Tokenization: Tokenization breaks down the cleaned text into smaller units called tokens, such as words or
phrases. This step is essential for processing text at a granular level, enabling the NLP models to analyze

individual words or sequences effectively.

e Removing Stop Words: Commonly used words that do not contribute to the contextual meaning of a
sentence, such as "and," "the," or "is," are removed in this step. Eliminating these stop words reduces the

dimensionality of the data and focuses the analysis on meaningful and significant terms.

e Normalization: This process standardizes the text to a uniform format. Techniques like converting all text
to lowercase, lemmatization (reducing words to their base form), and stemming (removing affixes from
words) are used to ensure consistency across the dataset. Normalization minimizes variations and helps the

models recognize similar patterns more effectively.
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4.4 Feature Extraction

In this section, the authors provide two feature extraction methods such as TF-IDF, and Word2vec.
4.4.1 Term Frequency - Inverse Document Frequency (TF-IDF)

TF-IDF is a prominent weighting approach used in feature extraction and selection, often employed in
information retrieval due to its efficacy [30]. This technique evaluated the significance of a pre-existing term. A
word's contribution value increases with its frequency in a text. However, if the term only appeared in a few
publications, then the resultant contribution’s value was reduced. TF-IDF integrates two distinct methodologies:
TF, which quantifies the frequency of a word inside a text, and IDF, which assesses the prevalence of

documents containing certain terms [31]. The TF-IDF formula is shown in Equation 1.
N
TF — IDF(t,d) = tf, 4 X log (d—ft) (1)

Then, df; is the number of documents that include the word t, N is the number of documents in the dataset, and
tf: ¢ Is the frequency of the word t occurring in dataset d. The TF-IDF method gives more weight to words that

occur more often in a text and gives less weight to terms that appear less frequently [32].
4.4.2 Word2Vec

Word2vec was created, patented, and published in 2013 by a team of researchers led by Tomas Mikolov at
Google [33]. Word2vec is a method for NLP. The word2vec approach uses a NN model to learn word
connections from a massive text corpus. A model with this level of learning could suggest new words to add to
a phrase and find synonyms automatically. Each word is assigned a unique collection of integers called a vector
by word2vec, as the name implies. Given sufficient data, use, and contexts, Word2vec is able to generate very
accurate definition predictions for words based on their past occurrences [34]. One possible application for
these educated assumptions is to group and categorise documents according to their subject matter, or to find

out the relationship between words (for example "man" is to "boy" and "woman" is to "girl").
4.5 Model Classifiers

In this section, the authors provide the classifiers for fin-tech platform including Support Vector Machine
(SVM), Random Forest (RF), and K-Nearest Neighbors (KNN).

4.5.1 Support Vector machine

One supervised ML approach that has seen extensive application is SVM, which primarily deals with
classification issues but can also handle regression. It has the capacity to identify intricate concealed patterns.
SVMs are an optimised option for classification issues because to their stability and their ability to interact with
kernel-based learning [35]. Support vector machines (SVMs) attempt to partition two-dimensional data into two

classes using a hyperplane that optimally divides the classes. This optimises the margin between the two classes
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by increasing the distance between their support vectors, which are the points closest to the hyperplane [36].

The SVM demonstration is shown in Figure 4.
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Figure 4: An illustration of SVM [37].

4.5.2 Random Forest

One kind of supervised learning method is RF, which uses a mix of tree predictors to make predictions.
Classification and regression are two of its main uses [38]. Figure 5 show the workflow of RF. Among general-
purpose learning approaches, it is thought to be among the most accurate. With its simple implementation and
ability to handle many input variables without over-fitting, the RF is a great choice [39]. RF adds
unpredictability to the model as the trees develop. It finds the best feature from a randomly selected selection of

characteristics rather than the most important feature when splitting a node.
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Figure 5: An illustration of RF [40].
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4.5.3 K-Nearest Neighbors (KNN)

KNN is a method for supervised ML that can handle regression and classification tasks. Among the simplest
and most basic categorization algorithms, it requires little in the way of processing power and time to run [41].
The principle behind the procedure is that items that are similar tend to cluster together; in other words, the
closer two samples are, the more likely they are to belong to the same group. To begin, they need to know how

many neighbors a particular point has, which is represented by the k parameter (Figure 6). Subsequently, it

determines the distance of the newly added data to the sample data set using distance functions [42].
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Figure 6: Illustration of the KNN algorithm [43].

4.6 Evaluation Metrics of the Model

Table 2 shows the confusion matrices. The following metrics are used to assess the proposed methodology:

Table 2: Confusion Matrices

Actual positive | Actual negative
Predicted True Positive | False  Positive
positive (TP) (FP)
Predicted False Negative | True Negative
negative (FN) (TN)

(o
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TP+TN
Accuracy = ————— (2)
TP+TN+FP+FN
ra s TP
Recall = Sensitivity = (3)
TP+FN
. . TP
Precision = 4
TP+FP
2xPrecision*Recall
F1 — score = — (5)
Precision+Recall

5. Result and Analysis

In this section, the authors provide the results based on the parameter A,ccuracy: Pprecisions Rrecan» and

Flscore.

5.1 Feature Analysis

The table 3 above compares two popular text representation methods, TF-IDF and Word2Vec, in their ability to
capture key features related to security threats, namely Fraudulent, Anomaly, and Unauthorized Access, within
a fintech context. For the Fraudulent feature, Word2Vec outperforms TF-IDF, with a similarity score of 0.92
compared to 0.85 for TF-IDF. This suggests that Word2Vec's ability to understand contextual relationships
between words in a vector space gives it an edge in recognizing fraudulent activities, as it can capture nuances

and semantic relationships better than TF-IDF, which relies heavily on term frequencies in-specific documents.

Similarly, for the Anomaly feature, Word2Vec again demonstrates a stronger performance with a score of 0.88,
compared to TF-IDF's 0.75. This indicates that Word2Vec is more effective in detecting unusual patterns or
behaviors within the data, as it can interpret anomalies based on a broader understanding of word context,
whereas TF-IDF is more limited in this regard, focusing only on the frequency of terms without deep semantic

comprehension.

Lastly, for Unauthorized Access, both models show relatively high scores, with Word2Vec at 0.91 and TF-IDF
at 0.80. While both methods perform well in identifying unauthorized access attempts, Word2Vec’s higher
score again reflects its superior capacity to identify access-related patterns that cannot be immediately evident
through simple term frequency analysis, further showcasing Word2Vec's advantage in capturing contextual

meaning.

In summary, the feature analysis highlights that Word2Vec generally performs better than TF-IDF across all
three security-related features, demonstrating its greater capacity to capture the semantic and contextual
nuances necessary for effective security threat detection in fintech platforms. Figure 7 show the graph of

Feature Analysis.

[IJCRT2308806 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | h209


http://www.ijcrt.org/

www.ijcrt.org © 2023 IJCRT | Volume 11, Issue 8 August 2023 | ISSN: 2320-2882
Table 3: Feature Analysis

Feature TF-IDF Word2Vec

Fraudulent 0.85 0.92

Anomaly 0.75 0.88

Unauthorized Access 0.80 0.91
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Figure 7: Feature Analysis

5.2 Support Vector Machine (SVM)

Table 4 above presents the performance metrics of a SVM model used for security threat detection, likely
within the context of a fin-tech platform. The results indicate that the model achieves high effectiveness in

identifying and classifying security threats.

With an Agccuracy Of 96.79%, the SVM model demonstrates strong general performance, correctly identifying
security threats and non-threats with a high degree of reliability. A Pp,..c;sion 0f 94.27% indicates that, when the
model predicts a security threat, it is highly likely to be correct, with relatively few false positives. The R,.cqu
score of 95.74% shows that the model is very effective in identifying most security threats, missing only a small
fraction of actual threats. Finally, the F1.,,., which is the harmonic mean of Ppccision aNd Ryecqu, 1S 95%.
Overall, these performance metrics illustrate that the SVM model is highly proficient in detecting security
threats on fin-tech platforms, with excellent Agccyracy Pprecision: Rrecau, @nd Flgcore, indicating robust and

reliable performance in real-world applications. Figure 8 show the confusion metrics of SVM model.
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Figure 8: Confusion Metrics of SVM model

Table 4: The result of the SVM model

S.No. | Performance Metrics Result
- Ay ccutacy 96.79%
2 Ppyrecision 94.27%
3 Rrecait 95.74%
4 Flscore 95%

5.3 Random Forest (RF)

Table 5 presents the performance metrics of a RF model, which has been evaluated for its effectiveness in
detecting security threats, likely in a fintech platform context. A,ccyracy, at 98.83%, shows that the RF model
achieves a very high rate of correct classifications, correctly identifying both positive (threat) and negative
(non-threat) instances with great reliability. Pp,..cision, With a value of 97.70%, demonstrates that when the
model predicts a security threat, it is correct 97.7% of the time. R,..qi, at 98.64%, reveals that the model is
able to correctly identify 98.64% of all actual security threats in the data. This metric shows that the RF model
misses very few true threats, performing exceptionally well in identifying most of the relevant instances. A high
Flgcore Of 98.17% indicates that the RF model achieves a good trade-off between P, ccision and Ryecqur
effectively minimizing both false positives and false negatives. Figure 9 show the confusion metrics of the RF

model.
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Figure 9: Confusion matrices of the RF model

Table 5: The result of the RF Model

S.No. | Performance Metrics Result
i. B accuracy 98.83%
2 Y i 97.70%
3 e 98.64%
4 Flgeore 98.17%

5.4 K-Nearest Neighbors (KNN)

Table 6 presents the performance metrics of a KNN model, evaluating its effectiveness in detecting security
threats, likely within a fintech platform environment. A,ccuracy, at 97.29%, indicates that the KNN model is
highly accurate, correctly classifying both security threats and non-threats the majority of the time. Py ecision:
with a score of 94.36%, shows that when the KNN model predicts a security threat, it is correct 94.36% of the
time. Rpqca), also at 97.29%, reveals that the KNN model is capable of identifying 97.29% of all actual threats.
Finally, the F1s.ore Of 95.80% provides a balanced view of the model's performance, combining both Py ccision
and Rqcqy- This metric demonstrates that the KNN model effectively balances its ability to correctly identify
threats while minimizing false positives and negatives, making it a reliable tool for threat detection. Figure 10

show the confusion metrics of the KNN model.
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In summary, the KNN model exhibits strong performance with high A,ccuracy: Pprecision: Rrecais and Flgeore,

making it a competitive option for detecting security threats on fin-tech platforms. Its performance, though

slightly lower than some other models (like RF), is still impressive, demonstrating its ability to reliably identify

both threats and normal behavior.

Actual Labels

Predicted Labels

Figure 10: Confusion Metrics of KNN model

Table 6: The result of the KNN model

S.No. Performance Metrics Result
1 Aaccuracy 97.29%
2 Porecision 94.36%
3 Rrecall 97.29%
4 Flgeore 95.80%

5.5 Comparison Analysis

They do a comparative analysis in this section, which is divided into two parts. The first part is a comparison of

the mL methods with each other. In the second part, a comparative analysis of the best model with the

approaches used in the previous study.
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Table 7 presents the performance metrics of three popular ML models—SVM, RF, and KNN—used for
security threat detection, likely in the context of fin-tech platforms. A,ccuracy is @ key indicator of overall model
performance, and here, RF achieves the highest A,ccyracy at 98.83%, closely followed by KNN at 97.29% and
SVM at 96.79%. This shows that RF performs the best at correctly classifying both threats and non-threats,

while SVM is slightly less accurate, with KNN performing in between.

In summary, RF outperforms the other two models (SVM and KNN) across all metrics, making it the most
effective model for security threat detection in this case. However, KNN and SVM still show strong
performance, with KNN offering competitive R;ccan and SVM providing high Pyrecision- The select of model
would depend on the precise requirements of the task, such as whether minimizing false positives or capturing

more true threats is prioritized. Figure 11 show the bar graph of comparison ML methods.

Table 7: Comparison of the ML methods

Method Used Aaccuracy (%) Pprecision (%) Rrecall (%) FIlscore (%)
SVM 96.79 94.27 95.74 95
RF 98.83 97.70 98.64 98.17
KNN 97.29 94.36 97.29 | 95.80
99
98 1+~
N 97
,\;\ 96
90_: ; m Accuracy (%)
g 9 T = Precision (%)
& o 1 Recall (%)
o m F1-score (%)
93
92
91
SVM RF KNN
Method --->

Figure 11: Comparison of the ML methods
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5.5.2 Comparison of the best model with previous work

Table 8 compares the performance metrics of various models for security threat detection across different
studies. Abdirahman et al. (2023) used LR with lower performance (Aaccuracy: 77%, P . 54%, Ryecall:

precision-
57%, Flgcore: 56%). Lokanan et al. (2023) applied RF, achieving high A,ccuracy (97%) and Pyrecision (96%) but
lower Ryecan (80%) and Flgcore (87%). Xiong et al. (2022) used a BPNN with decent A,ccyracy (96.37%) but
very low Flg.ore (16.36%). In comparison, the proposed model (RF) outperforms all, achieving the highest
metrics (Aaccuracy: 98.83%, Pyrecision: 97.70%, Ryecan: 98.64%, Flgore: 98.17%). Figure 12 show the bar

graph of comparison best model with previous work.

Table 8: Comparison of best model with previous work

Reference MEthOdOIOQy Aaccuracy Pprecision Rrecall F]-score
Used
Abdirahman et LR 77 54 57 56
al., (2023) [23]
Lokanan et al., RF 97 96 80 87
(2023) [25]
Xiong et al., BPNN 96.37 88.14 70.96 16.36
(2022) [28]
Work Proposed 98.83 97.70 98.64 98.17
Model
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Figure 12: Comparison of best model with previous work

6. Conclusion

This study explores the effectiveness of NLP-based security tools in enhancing the security of fin-tech
platforms by leveraging ML techniques such as SVM, RF, and KNN. The study demonstrates that NLP
techniques, when combined with these ML models, offer powerful solutions for identifying and mitigating
potential security risks in fin-tech platforms. Among the models tested, RF exhibited the best overall
performance, achieving the highest A,ccyracy (98.83%), Porecision (97.70%); Ryecan (98.64%), and Flgcore
(98.17%). This shows that RF can effectively balance the need to identify most security threats while
minimizing false positives. SVM and KNN also performed well, with strong metrics, though they were slightly
less effective compared to RF, especially in Py ecision aNd Ryecan. The results suggest that NLP-based tools can
significantly improve security by analyzing large volumes of unstructured text data (e.g., transaction logs,
emails) and identifying anomalies indicative of fraudulent or malicious activities. These findings underscore the
importance of integrating advanced ML techniques with NLP in developing more robust, efficient, and adaptive

security systems for fin-tech platforms.
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