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Abstract— In the digital age, safeguarding multimedia
content against unauthorized use, tampering, and piracy
has become increasingly critical. This paper presents a
comprehensive exploration of innovative enhancements in
secure and reversible watermarking algorithms aimed at
strengthening  multimedia  protection.  Traditional
watermarking techniques often compromise either
security, reversibility, or imperceptibility. To address
these limitations, we propose an advanced watermarking
framework that integrates robust cryptographic
primitives, adaptive embedding mechanisms, and
reversible data hiding strategies. The proposed approach
ensures that the watermark can be securely embedded and
accurately extracted without degrading the original media
quality. Moreover, the system supports complete
restoration of the original content post-verification,
making it ideal for sensitive applications in medical
imaging, legal documentation, and digital forensics.
Experimental results demonstrate significant
improvements in robustness, imperceptibility, and
reversibility compared to existing state-of-the-art methods.
This work contributes to the ongoing efforts in multimedia
security by offering a viable solution that balances the
conflicting requirements of secure authentication and
content fidelity.
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1. INTRODUCTION

The exponential growth of digital content across various
platforms has led to significant challenges in ensuring the
security, authenticity, and ownership of multimedia data. With
the widespread availability of image, audio, and video editing
tools, unauthorized duplication, tampering, and distribution of
digital media have become prevalent concerns [1]. Digital
watermarking has emerged as a powerful technique to protect
intellectual property rights, authenticate content, and trace
unauthorized copies [2].

Traditional watermarking techniques focus primarily on
embedding invisible or visible marks within media to establish
ownership or ensure integrity. However, these methods often
introduce irreversible distortions to the original content,
making them unsuitable for applications requiring exact
reconstruction, such as medical imaging and legal evidence
[3]. Reversible watermarking (also known as lossless
watermarking) addresses this challenge by allowing the
recovery of both the embedded watermark and the original
media without any loss of quality [4].

Despite notable advancements, existing watermarking
algorithms often struggle to balance three key requirements:
robustness (resistance against attacks such as compression,
cropping, or noise), imperceptibility. (minimal impact on
media quality), and reversibility (accurate recovery of the
original  content). Most reversible techniques sacrifice
robustness to achieve high fidelity or limit their use to
uncompressed domains [5], [6].

Recent research has explored hybrid techniques that combine
cryptographic primitives with reversible data hiding (RDH)
and adaptive embedding strategies to improve both security
and performance [7]. These hybrid approaches leverage secure
key management, advanced transform domains (e.g., DWT,
DCT, SVD), and pixel-value differencing (PVD) to embed
watermarks in a content-aware and reversible manner [8], [9].

In this study, we propose innovative enhancements to secure
and reversible watermarking algorithms aimed at achieving
robust multimedia protection. Our approach introduces
adaptive embedding guided by perceptual models, encryption-
assisted watermark encoding, and advanced RDH mechanisms
to preserve both data integrity and media quality. The
proposed framework is extensively evaluated against current
state-of-the-art methods, showing superior performance in
terms of peak signal-to-noise ratio (PSNR), structural
similarity (SSIM), and resistance to common signal
processing attacks.

2. RELATED WORK

Digital watermarking has evolved significantly over the past
two decades, driven by the need for content authentication,
copyright protection, and tamper detection in multimedia
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systems. The literature reveals a wide variety of watermarking
approaches, each with trade-offs in  robustness,
imperceptibility, and reversibility.

2.1 Traditional Watermarking Techniques

Cox et al. [2] laid the foundation for robust watermarking by
introducing methods based on spread-spectrum techniques,
which embed watermarks in perceptually significant regions
of an image using transform domains like the Discrete Cosine
Transform (DCT) and Discrete Wavelet Transform (DWT).
These methods offer high robustness but suffer from
irreversibility, making them unsuitable for sensitive
applications like medical or legal imaging.

Meerwald and Uhl [1] conducted an early survey on wavelet-
domain  watermarking algorithms, emphasizing their
advantages in terms of robustness and scalability. However,
these methods were primarily irreversible and focused more
on resilience to attacks than on media restoration.

2.2 Emergence of Reversible Watermarking

Tian [3] introduced the concept of difference expansion (DE),
a breakthrough in reversible data hiding that allows perfect
reconstruction of the original image after watermark
extraction. Ni et al. [4] followed with a histogram-shifting
(HS) approach, offering a simpler yet effective method for
reversible embedding.

Further improvements were seen in Celik et al.’s generalized
LSB (least significant bit) embedding, which balances
embedding capacity with minimal distortion [5]. These
methods, however, struggled with limited robustness,
especially under geometric attacks or compression.

2.3 Advanced Histogram-Based Techniques

The work of Li et al. [6] proposed a two-dimensional
difference histogram modification technique, enhancing
embedding capacity and reversibility. Similarly, Sachnev et al.
[8] introduced a prediction-based sorting mechanism that
utilizes pixel prediction to reduce distortion in reversible
watermarking. Wu and Huang [9] refined these concepts using
more efficient histogram shifting on prediction errors,
achieving better fidelity in reconstructed images.

2.4 Reversible Watermarking in Encrypted Domains

A significant evolution in the field was the introduction of
reversible watermarking in encrypted images, which allows
third-party data embedding without access to the original
content. Ma et al. [7] presented a scheme to reserve room
before encryption (RRBE), preserving reversibility while
enabling secure data hiding in encrypted media. This
technique is particularly useful in cloud-based applications
and privacy-preserving scenarios.

2.5 Hybrid and Content-Aware Techniques

To overcome the limitations of robustness and
imperceptibility, hybrid watermarking schemes have been
proposed. These integrate cryptographic primitives, such as
AES or ECC, with transform domain embedding. For
example, hybrid approaches using DWT-SVD or DCT-DWT
combinations allow for robust and imperceptible watermark
embedding [10], [11]. Additionally, adaptive content-aware
algorithms use perceptual modeling and region-based
segmentation to adjust embedding strength dynamically [12].

2.6 Recent Trends in Robust Reversible Watermarking

The focus has recently shifted toward designing algorithms
that can withstand signal processing attacks while ensuring
full reversibility. Techniques combining error correction
codes (ECC), secure hash functions, and chaotic maps have
been explored to boost security and resilience [13], [14].
Moreover, deep learning and neural network-based
watermarking approaches have also emerged, offering
potential for learning optimal embedding and extraction
strategies in complex media [15].

3. Hide and Send Process

e  Get the original image

e  Get the watermarking image (secret image)

e  Select the user to whom you want to send

e Check the original image pixel using pixel selection
algorithm

e  Watermarking image (secret image) divided in four
equal part

e FEach part encrypted using Advanced Encryption
Technique(AES)

e  Generation random number for all four part

e  Generating location map for all four part

e Start hiding first part in original image, first we will
hide location map then secret image data will get
hide original image, this step will repeat for all four
part.

e After hiding all data it will form new image and send
to the user.

4. Extraction Process

e Select the watermarking image
First get the location map
Based on location map get the data
Repeat above step for all four part
Decrypt data
Merge all four part data
Form new image and display

5. RESULTS

The accompanying depictions layout the outcomes or yields
that we are going to get once regulated execution of the
considerable number of modules of the framework. In
proposed system provide a robust reversible secure
watermarking technique. This is maintaining image quality
after hiding data inside. In this proposed system watermarking
data is fully safe, secure and 100% reversible. Here user can
create watermark images. First user have to select original
image then select secret image after that user have to select to
whom he want to send watermarked image then finally write
about subject and click the option Hide & send, process of
hiding secret image inside original image will start, first it will
check max histogram value in original image after that secret
image will get encrypted using Advanced Encryption
Standard (AES). Then secret image get divided in equal four
parts. After that first part pixel value get converted in binary 8
bit equivalent, these 8 bit break in four part 2 bit each then in
original image first max histogram value get converted in
binary 8 bit equivalent and last 2 bit (LSB) get replaced with
the secret image 2 bit. This whole process will repeat till
complete secret image hide in original image. The proposed
method achieves a high embedding payload and good image
reconstruction quality, and avoids the operations of room-
reserving by the sender. In proposed system before
watermarking image encrypted using AES encryption

IJCRT25A5788 \ International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org ] p538


http://www.ijcrt.org/

www.ijcrt.org

© 2025 IJCRT | Volume 13, Issue 5 May 2025 | ISSN: 2320-2882

technique. After that it will get divided in four equal parts.
Then watermarking process will start.

Proposed Hiding (Watermarking) Process

Part-1 Part-2

Part-3 Part-4

Fig. input watermark image which we will hide inside

original image

e  First we will encrypt input watermark image using
AES (Advanced Encryption Standard).

o  Encrypted image get divided in four equal parts.

e Now hiding process in original image will start,
part-1 image pixel values get converted into binary
8bit equivalent.

o  8bhit will get divided into four equal parts (2bit each).

e Then in original image based on pixel selection
algorithm, which (RGB) pixel count is highest that a
pixel value is used to hide input watermark image.

e  Selected pixel from original image get converted into
8bit binary equivalent and last two LSB ( Least
significant bit) is replaced with input watermark
image 2bits.

Table 6.1 Bits use for hiding secure watermark image

No. of bits
used for
hiding input
image in
original
image

SN Original image Input image for

watermarking

1 Abc.jpg Last two

LSB bits

Xyz.jpg

Table 6.2 Time taken for watermarking
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50 - B Time taken in Existing
system

40 -

M Time taken in Proposed
30 - System

20 -

10

0 4
1 2 3

Figure Time taken for watermarking

Proposed secure robust watermarking technique is 100%
reversible watermarking technique. As mentioned in table 6.1
it is using last two LSB bits for data hiding which is best
things to get more storage in original image and image quality
also remains as original image. If we see performance of our
proposed system with existing system, proposed system
performance is better, as you can see in table 6.2.

6.CONCLUSION

Watermarking is a really interesting subject and outside of the
mainstream cryptography and system administration that most
of us deal with day after day. Watermarking can be used for
hidden communication. We have explored the limits of
watermarking theory and practice. We printed out the
enhancement of the image watermarking system using LSB
approach to provide a means of secure communication. A
stego-key has been applied to the system during embedment
of the message into the cover image. This watermarking
application software provided for the purpose to how to use
any type of image formats to hiding any type of files inside
their. The master work of this application is in supporting any
type of pictures without need to convert to bitmap, and lower
limitation on file size to hide, because of using maximum
memory space in pictures to hide the file. Since ancient times,
man has found a desire in the ability to communicate covertly.
The recent explosion of research in watermarking to protect
intellectual property is evidence that watermarking is not just
limited to military or espionage applications. Watermarking,
like cryptography, will play an increasing role in the future of
secure communication in the “digital world”.
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