www.ijcrt.org

© 2025 IJCRT | Volume 13, Issue 5 May 2025 | ISSN: 2320-2882

IJCRT.ORG ISSN : 2320-2882

dh

INTERNATIONAL JOURNAL OF CREATIVE
RESEARCH THOUGHTS (1JCRT)

Qa% An International Open Access, Peer-reviewed, Refereed Journal

Deepfake Face Detection Using LSTM

15" Ankit Rajput

Abstract— Deepfakes have raised serious concerns regarding
digital security, privacy, and the dissemination of
misinformation. Deepfakes are synthetic media where a
person’s likeness is manipulated to generate realistic yet
fabricated images or videos. Detection of such manipulated
media is paramount to safeguarding the integrity of digital
content. In this study, we propose a deep learning-based
approach employing Long Short-Term Memory (LSTM)
networks to detect deepfake faces. In recent times, as video
frames increasingly exhibit inconsistencies with respect to
their temporal data, LSTM has demonstrated significant
promise due to its properties in processing sequential data.
These properties enable the proposed model to distinguish
between deepfake media and authentic content, thereby
promoting a more secure and trustworthy digital
environment.

1. INTRODUCTION

The technology behind deep fakes has advanced to the
point where one can create realistic images and videos that
appear to be original. While these technologies can be
beneficial for entertainment and media, they also pose
significant threats. Deep fakes can be misused to spread
and compromise

misinformation, defame

security systems.

individuals,

Traditional detection methods for deepfakes are based on
visual artifacts and inconsistencies in images. However, these
methods often fail to detect more sophisticated deepfakes.
This paper proposes the use of LSTM networks to detect
deepfake faces based on temporal sequences in video frames.
The rationale is that LSTM models are capable of learning
long-term dependencies in data, making them a suitable
choice for detecting subtle inconsistencies across multiple
frames.

2" Prabhat Kumar

Such a mechanism is crucial: deepfakes can cause
significant harm because information spreads rapidly in
today’s digital media landscape. Whether it’s political
propaganda, financial scams, or even propaganda for
religious views, public opinions can be misused by spreading
deepfakes through various digital channels. Therefore, it is
paramount to develop sophisticated detection mechanisms to
ensure the authenticity of digital content.

2. LITERATURE SURVEY

Several proposed approaches have been suggested to
address the deepfake detection challenge:

Neural
networks

1. Convolutional
Convolutional

Networks  (CNNSs):
(CNNs) have been
extensively employed in image classification tasks. However,
their performance deteriorates when confronted with
temporal inconsistencies CNNs primarily
concentrate on spatial features, rendering them unsuitable for
the identification of subtle changes between consecutive
video frames[1,3].

neural

in videos.

2. Recurrent Neural Networks (RNNs): Recurrent
Neural Networks (RNNSs) are suitable for sequential data
processing, but they encounter vanishing gradient issues,
hindering their effectiveness in handling lengthy sequences.
While RNNs can identify temporal patterns, they struggle to
maintain long-term dependencies[4,7].

3. Long-Short Term Memory (LSTM): Long Short-
Term Memory (LSTM) networks enhance recurrent neural
networks (RNNSs) by incorporating memory cells that enable
the retention of information over extended sequences.
Consequently, LSTM emerges as a suitable candidate for
video-based deepfake detection due to its ability to retain
information over time, which aids in identifying
inconsistencies spanning multiple frames[4,6].
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4. Hybrid Models: Combining Convolutional Neural
Networks (CNNs) for spatial feature extraction with Long
Short-Term Memory (LSTM) networks for temporal analysis
has demonstrated promising results in deepfake detection.
Hybrid models effectively combine the strengths of both
architectures, providing a comprehensive analysis of both
spatial and temporal features[2,8].

The literature has highlighted the necessity of robust models
capable of processing both spatial and temporal features to
effectively identify deepfake content. Researchers have also
investigated the utilization of capsule networks and attention
mechanisms to augment detection accuracy[5,9].

3. METHODOLOGY

The proposed deepfake detection model comprises the
following sequential stages:

1. Data Collection

We utilized a dataset comprising both genuine and
deepfake videos. The videos underwent preprocessing to
extract facial regions, which were subsequently divided into
frames for sequential analysis. The dataset originated from
publicly accessible repositories and underwent augmentation
to enhance its diversity.

2. Pre-processing

Frame Extraction: Video files are divided into frames.
Each frame is labeled as real or fake based on the source
video.

Normalization: The pixel values are normalized to
enhance model performance. Normalization ensures
consistent input values, thereby eliminating the influence of
varying light conditions.

Face Detection: The facial regions were detected using
the Haar Cascade classifier. This ensures that only relevant
regions are analyzed, thereby enhancing the model’s
accuracy.

3. Feature Extraction
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A pre-trained Convolutional Neural Network (CNN) model,
such as VGG16, was employed to-extract spatial features
from each frame. Subsequently, these features were inputted
into the Long Short-Term Memory (LSTM) network for
further temporal analysis. The CNN model was subsequently
fine-tuned to concentrate on facial attributes that are
susceptible to manipulation.

4. Model Architecture
The deepfake detection model consists of:

CNN for Spatial Extraction: CNN
meticulously captures all visual details, including facial

expressions, lighting, and texture, of the video.

Feature

LSTM for Temporal Analysis: The LSTM model
processes sequential frame data to identify inconsistencies in
time. It can detect any unnatural movements or transitions
across the frames.

IJCRT2505842 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | h266


http://www.ijcrt.org/

www.ijcrt.org

© 2025 IJCRT | Volume 13, Issue 5 May 2025 | ISSN: 2320-2882

Dense Layer: AA fully connected layer determines the
class of the input. It outputs a probability indicating whether
the input is real or fake.

5. Training and Evaluation

The model was trained using a binary cross-entropy
loss function, and its performance was evaluated using
metrics such as accuracy, precision, recall, and F1-score.
Multiple epochs of training were performed with early
stopping to prevent overfitting.

4. RESULTS

The proposed LSTM-based model demonstrated
satisfactory precision in classifying deepfake videos from
authentic ones. For completeness, the following key
performance metrics are included:

Metric Value
Accuracy 95.8%
Precision 94.5%
Recall 96.2%
F1-Score 95.3%

The outcomes indicate that the model is capable of
successfully detecting temporal inconsistencies in deepfake
videos. Notably, it possesses the potential for practical
applications. Furthermore, the high recall value suggests that
the model can effectively detect fake videos with a low
probability of false negatives.

5. DISCUSSION

The success of the LSTM-based approach underscores the
significance of temporal analysis in deepfake detection. In
contrast to traditional methods that are strictly spatial feature-
based, the proposed model utilizes the sequential nature of
video data to detect subtle manipulations. This makes it more
resilient to advanced deepfake techniques that can bypass
static image analysis.

The model, however, has some limitations::

Dataset Dependency: The performance of the model is
highly dependent on the quality and diversity of the training
dataset. A biased dataset may lead to overfitting and reduced
generalizability.

Computational Requirement: Long Short-Term
Memory  (LSTM)  networks demand  substantial
computational resources for both training and inference.
High-performance graphics processing units (GPUs) are
indispensable for achieving efficient processing.
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Real-Time Detection: Although the model demonstrates
effectiveness in batch processing, real-time detection
presents significant challenges. Future research endeavors

will  prioritize optimizing the model for real-time
applications.
Future research - will “involve - investigating alternative

recurrent models, such as'Gated Recurrent Units (GRUS), to
enhance the model’s efficiency. Additionally, integrating
attention mechanisms can further improve the model’s
capacity to concentrate on pertinent regions within frames.

6. CONCLUSION

In the digital realm, the detection of deepfakes has become a
pressing challenge. This proposed LSTM-based model
clearly demonstrates that conducting a time-dependent
analysis for identifying deepfake content in videos can be
highly beneficial. It leverages the strengths of LSTM
minimizing

networks to enhance

inconsistencies between frames in videos.

accuracy  while
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The findings of this research contribute to the ongoing efforts
to develop reliable deepfake detection systems, thereby
ensuring a safer and more trustworthy digital environment.
Implementing deepfake detection tools in social media
platforms, video-sharing websites, and authentication
systems can significantly reduce the impact of
misinformation and digital fraud.
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