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Abstract — Online reviews significantly influence consumer purchasing decisions. Customers come to depend
increasingly on reviews when they pick a product to purchase. Yet, the effectiveness of reviews on the web is
hindered by fraudulent reviews that create a misleading representation of the quality of the products. [1]
Detection of such real reviews becomes imperative. Sadly, to date, automatic detection of them has been only
partially successful in such a difficult task. This paper deals with the generation and detection of fake or
genuine reviews. The presence of fake reviews undermines the credibility of genuine feedback. [1] Here a
machine learning based solution to detect fake reviews using a linear regression model trained on text data
represented with TF-IDF vectorization. A Flask -based web application interface allows users to check the
authenticity of review in real -time. In the attempt to fill up the gap this survey paper discusses the fake review
detection task and summarizes current datasets and their collection processes. [2] It discusses the existing
feature extraction techniques. We also survey and critically traditional statistical machine learning and deep
learning approaches. We also undertake a benchmark study to investigate the performance if unique previously
unexplored neural network architectures and transformers in fake review detection. [2] Experimental results
on two benchmark datasets look the all-model performance are boosted by 7% over existing state of the art
approaches and achieve accuracy of 92% representing a future study baseline. Lastly, we explain the existing
gap and future looking of study in this line of the research.[2]

Keyword — Spam review, fake review detection, linear regression, flask web app, machine learning, natural
language processing, TF-IDF
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1. Introduction

In the era of e-commerce, customer review has become a critical factor in product sales and brand reputation.
Unfortunately, the prevalence of fake reviews undermines trust and distorts market fairness. Detecting fake
reviews manually is time — consuming and impractical at scale. [2] Hence there is an increasing demand for
automated fake review detection system powered by machine learning techniques. This study aims to develop a
simple yet effective solution using text vectorization and predictive modelling to distinguish between genuine and
fake reviews. Internet technology has revolutionized the customers buying attitude as much as it has revolutionized
business processes. [2] One can say there are two world one pre-ecommerce and the other post — ecommerce. In
the paper, we have addressed fake review identification as binary classification problem having two categories of
class fake and real. This paper is all about identifying fake review from a collection product evaluation by
synthesizing spam reviews including different kinds of opinion spam analysing characteristics creating a training
set and classifying it using ensemble-based classification models such as random forest and naive bayes
classification to ensure the models accuracy. [3] Several features have been taken into consideration while
classifying fake reviews. Fake reviews can be generated in two primary ways. The first is through human written
content, where individuals are paid to craft realistic looking but fabricated reviews without ever having used the
product. [3] The second method involves computer generated reviews, where text generated algorithms automate
the creation of deceptive content. Since reviews are a strong influencer of customers buying habits, dishonest
parties are lured to recruit reviewers who are specialists at or who employ algorithmic techniques for creating
fabricated reviews to promote the appeal of their products and services, or to undermine competitors, reputation.

[3]

2. Literature Review

Numerous studies have explored the detection of deceptive online content. Approaches range from linguistic
analysis, behavioural modelling, to deep learning techniques. Traditional machine learning models like support
vector machines (SVM), naive bayes classifiers, and decision trees have demonstrated reasonable accuracy
when applied to textual feature extracted from reviews. [4] More recent research highlights the advantage of
deep learning models such as recurrent neural networks (RNNs) and transformers for achieving higher
performance. However, simpler models like linear regression, when paired with effective feature engineering,
remain relevant for lightweight and interpretable applications.[4]

The growth of dependence on online reviews for customer decision-making has heightened attempts to identify
spurious reviews, a common problem for online marketplaces. Fake review identification techniques have
been widely researched, with conventional as well as innovative computation methods employed. [4] NLP is
a core player in such attempts, with machine learning often being combined with it for the identification of
linguistic as well as structural inconsistencies. [4]

Fake review identification is a special case of the problem of deception identification, for which both verbal
as well as non-verbal indicators may be employed. Research for fake review identification has typically
employed text as well as behavioural indicators, whereas other methods have also incorporated social or time
— based criteria. [5] Text — based indicators have been introduced for several works. Have utilized
psycholinguistic indicators derived from LIWC with regular word as well as part of speech (POS) features.
Build upon that work incorporating style as well as POS based feature for instance deep syntax as well as
sequence patterns. [5]

Research Objective

e To develop a system that detects fake reviews — To develop a system that automatically
detects fake reviews from online platforms, ensuring the reliability and authenticity of
consumer feedback. [5]

e To utilize TF-IDF vectorization for feature extraction from textual data — Identifying
important words in the reviews by considering how frequently they appear in a document
relative to the entire corpus. [6] Converting unstructured textual data into structured numerical
vectors that machine learning models can understand. By applying TF-IDF, the system ensures
that the machine learning models captures meaningful patterns from the review text, which are
essential for accurate classification. [6]
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e To build and evaluate a linear regression — based classification model — Training a linear
regression model on the extracted TF-1DF features to predict whether a given review is genuine
or fake. Although linear regression is a technique, it is adapted here by applying a threshold to
treat the output as a binary classification. [6] Analysing the model’s strengths and weaknesses
to understand its reliability in real world applications.

e Todeploy auser-friendly web application for real time fake review detection — Integrating
the trained machine learning model into flask-based web framework, ensuring the backend can
handle review inputs and provide quick predictions. [6] Designing a simple, clean, and
intuitive user interface where users can submit reviews for analysis without needing technical
expertise. Providing instant feedback to users by displaying whether the review is detected as
genuine or fake along with a confidence score. [7] Ensuring system reliability and
responsiveness to make the tool suitable for practical use in e-commerce platforms, business,
or academic demonstrations. [7]

3. Methodology

The methodology for this project encompasses several critical stages, each contributing to the development of
an effective fake review detection system. The process includes data preparation, feature extraction, model
training, evaluation, and deployment. [8] The methodology for developing the fake review detection system
involves several systematic steps, starting from data collection to model deployment. the following stages were
executed. [8]

The process involves six produce sample reviews through two language models. Quantitatively and
qualitatively evaluate the produced sample reviews. select the most effective language model for the
development of a dataset of fake and original, human-written reviews. [8] Train classifiers on distinguishing
between artificially written and authentic reviews. Hire crowd workers to label a sample of original and fake
reviews. Test crowd workers and the classifiers via statistical tests on accuracy. Our methodology relies on
synthetic review production, where the fake reviews are created on the basis of existing authentic reviews. [8]

3.1 Data Preparation

A small dataset was manually created consisting of sample reviews. Each review was labelled either as genuine
(1) or fake (0) based on manual assessment. The dataset served as a proof-of-concept for the initial model
training and evaluation. Thus, clean and pre-processing was an important step. [8]

The data was cleaned to obtained the rating and the influence number format from text. The date created field
was properly formatted to transform it from text to date type. Likewise, other categories like verified purchase
were also formatted as desired. All white space and empty values were replaced with nulls for textual columns
and Ofor quantity fields. Following the preliminary cleansing the succeeding activity was to replace
abbreviation such as eliminate punctuations convert the number to words. [8]

Stop word removal in natural language processing is the process of extracting words that would not add
classification that is the removal of most commonly used words in the text that even search engines cannot
utilize for indexing such as ......... stemming is the process shortening the word to its root or base or stem
word. After that the, the data is ready for next step. [8]
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Love this! Well made, sturdy, and very comfortable. | love it!Very pretty
love it, a great upgrade from the original. I've had mine for a couple of years

This pillow saved my back. | love the look and feel of this pillow.
Missing information on how to use it, but it is a great product for the price! |
Very nice set. Good quality. We have had the set for two months now and have not been
| WANTED DIFFERENT FLAVORS BUT THEY ARE NOT.
They are the perfect touch for me and the only thing | wish they had a little more space.
These done fit well and look great. | love the smoothness of the edges and the extra
I8l Great big numbers & easy to read, the only thing | didn't like is the size of the
My son loves this comforter and it is very well made. We also have a baby
Pl As advertised. S5th one I've had. The only problem is that it's not really a
IER Very handy for one of my kids and the tools are included in the package. | have one in
Did someone say, "Oriental for S60"? It is a great product for the
Sl These are so flimsy! They are not the quality you would expect from a piece of furniture.
ISl Makes may tea with out stirring. The only problem is that it's kind of hard to put
@l Absolutely adorable! And excellent price. We have had the wooden ones for a few months now and they
8 Love this! Perfect size for an entire family!Very good quality.
IEl These look beautiful and so nice. The only problem is that it's not really a mesh one.
48l Exactly what you would expect. | love the look and feel of this pillow.
10 Stars, | would highly recommend this item. We love this blanket.

fake review dataset

3.2 Data Preprocessing & Analysis
Text cleaning: The review text was tokenized and lowercased to maintain consistency.

The TF-IDF (Term frequency-inverse document frequency) method was employed to convert text data into
numeric vectors. [9]

TF-IDF helped in identifying important words while reducing the weight of commonly occurring, less
informative words.

Review content, emotional diversity, user behaviour analysis, along with training models for classifying has
been utilized by various researchers to identify fake reviews. [9] A majority of the past research on fake review

detection is grouped under 3 principal detection mechanism. Review content-based detection, detections in the
rating-based detection and review content along review content along with user behaviour-based detection. [9]
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Fig. The proposed framework.

3.3 Model Training

Model choice: A linear regression model was selected. Although traditionally a regression algorithm, linear
regression was adapted for binary classification by applying a threshold on the predicted output. [9]

Training process: The dataset was split into training and testing sets. The model was trained on the TF-IDF
features vectors and the corresponding labels.[9]
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3.4 Model Evaluation

The performance of the model was evaluated using standard classification metrics: [10]
. Accuracy: Percentage of total correct predictions.
. Precision: Proportion of relevant instance among retrieved instance.
. Recall: Proportion of relevant instance that were retrieved.

. Evaluation was conducted utilizing scikit learn library classification report. [10]
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4. Web Application Development
Backend:

A flask application was created to load the trained model and vectorizer.
. The app received review text from users transformed it using the saved TF-IDF vectorizer and predicted the
reviews authenticity. [10]
Frontend:
. A simple HTML from was designed to collect the review text from users.
. The prediction result (Genuine/Fake with confidence) was displayed on the same page. [10]

User Experience:
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. Clean and minimalistic interface.

. Real time predictions and immediate feedback. [10]
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5. Conclusion

This study demonstrates that simple machine learning models when combined with text features engineering
can serve as an effective solution for fake review detection. [11]

Although further improvement is needed the result are promising for real world application. Fake review
detection is a challenge for researcher’s online merchants’ website and companies conducting e-business. Our
finding show that current text generation techniques produce false reviews that seem so realistic that it is
difficult for a human being to recognize them. Thankfully machine learning classifiers fare much better on this
count and nearly perfect accuracy for detecting reviews written by other machines. [11] This suggests that
machines can battle machines when combating false reviews. More research is required to experiment using
additional data sets and platforms. The reviews have a significant part to play regarding how end users perceive
a product item. It is natural for person to gauge a metaphorical book by its review. Regardless of it is that will
tend to accept the world of mouth. [11] Therefore, false reviews present an insidious threat to e-commerce
companies. It is unethical but common. The advance in technology have come hand-in-hand with solution for
dealing with the said fake reviews and the aftermath. Utilizing these tools which can help prevent this
malpractice and bring integrity to the online business. [12]

This work suggests two novel kind of features user review frequency within the same product and term feature.
Experiment indicate that the model and method established are precise at distinguishing between spurious and
real reviews the experimental outcomes suggest outperforms naive bayes and can be employed to identify the
real and the fraudulent reviews. [12] One thing to note here is that if one interest is to bring to surface the real
opinion regarding the since the outcomes reflects its bias to detect wrote them well. [12]
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