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Abstract: The proliferation of e-commerce and digital payments has brought unprecedented convenience 

but has simultaneously increased the exposure of financial systems to fraudulent activities. In this paper, 

we present a comprehensive framework for online payment fraud detection that synergistically integrates 

machine learning (ML), blockchain technology, and real-time payment gateway processing (Razorpay). 

This multi-layered system not only aims to predict and prevent fraudulent transactions with high accuracy 

but also ensures the integrity, traceability, and security of transaction records.At the core of the framework 

is a Light Gradient Boosting Machine (LightGBM) classifier, enhanced with a Higher Dimensional Triage 

Model. This triage model leverages advanced feature transformation, dimensional expansion techniques, 

and anomaly scoring to improve the model’s sensitivity to rare but impactful fraudulent patterns. By 

embedding the triage mechanism, the system gains improved capability in handling class imbalance, 

feature sparsity, and subtle fraudulent behavior, which are common challenges in financial fraud 

detection.To safeguard transaction logs and model outputs from tampering, we integrate a private, 

permissioned blockchain ledger using a lightweight, customizable consensus mechanism. Each 

transaction—whether flagged as fraudulent or legitimate—is cryptographically recorded in the blockchain, 

ensuring data immutability, accountability, and forensic traceability. 

 

I .INTRODUCTION 

Online Payment Fraud Detection using Machine Learning, Blockchain, and Razorpay Integration with a 

Higher Dimensional Triage Model is a robust, real-time fraud detection system designed to secure digital 

transactions by intelligently identifying and preventing fraudulent payments. The system leverages advanced 

technologies such as machine learning (LightGBM), feature-rich triage modeling, and blockchain to provide 

predictive accuracy, data integrity, and transaction transparency. By integrating Razorpay as a payment 

gateway, the platform simulates real- world payment flows, validating transactions through an AI-driven 

pipeline before approval. A higher-dimensional triage model enhances fraud detection by transforming 

transaction features into a more separable space, improving model sensitivity to anomalies. Every 

transaction—flagged or approved—is immutably logged in a private blockchain, ensuring tamper-proof 

records and auditability. The modular architecture includes components like the ML Fraud Classifier, 

Blockchain Logger, Razorpay Interface, Frontend Form, and Flask Backend API, collectively enabling 

secure, scalable, and intelligent online payments. This end-to-end system improves fraud prevention, boosts 

consumer trust, and supports integration with real-world payment systems for immediate deployment in e-

commerce and fintech environments. 
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II LITERATURE REVIEW 
2.1. Overview of Online Payment Fraud Detection 
The subject of online payment fraud detection is becoming more and more important as a result of the 

exponential development in digital transactions. Conventional rule-based methods are no longer adequate for 

identifying complex and dynamic fraudulent activity. In order to improve detection skills and guarantee 

transactional integrity, researchers are now investigating cutting-edge approaches including machine learning 

(ML), artificial intelligence (AI), anomaly detection, and, more recently, blockchain technology. 

2.2. Current State of Fraud Detection Technologies 

 

By 2023–2025, fraud detection technologies have advanced to include intelligent automation, real-time 

detection, and behavioral analytics. Because it can evaluate large transaction databases and uncover hidden 

patterns linked to fraud, machine learning is being used extensively. Blockchain, which is renowned for its 

openness and immutability, is still being incorporated into useful fraud detection systems, though. 

Although they present difficulties including interpretability, scalability, and cybersecurity threats, artificial 

intelligence (AI) techniques—in particular, deep learning and ensemble models—are being employed to 

increase accuracy and flexibility. 

2.3. Review of Relevant Research Papers 

2.3.1. Paolo Vanini (2023)Title: Online Payment Fraud: From Anomaly Detection to Risk Management 

2.3.1.1. Concept: 

The adaptive system presented in this study uses anomaly detection as its primary method for spotting 

possible online payment fraud. The method integrates risk management techniques to assess and rank 

identified hazards and stresses the shift from rigid, rule-based systems to more adaptable, behavior-driven 

models. 

2.3.1.2. Merits: 

This study's strategic and flexible approach to fraud detection, which makes use of dynamic patterns rather 

than static rule sets, is one of its main advantages. By enhancing the capacity to highlight questionable 

activities in real-time, anomaly detection techniques help fraud monitoring systems become more 

responsive and agile. 

2.3.1.3. Demerits: 

Blockchain technology integration, which might provide improved transaction transparency and 

immutability, is absent from the research. Additionally, the anomaly detection model's overall accuracy is 

limited in contexts with high transaction volumes due to its decreased precision. 

2.3.1.4. Resolving Drawbacks: 

To guarantee successful implementation in operational financial ecosystems, the author recommends more 

research into incorporating decentralized technologies like blockchain and enhancing real-time processing 

capabilities. 

2.3.2. Nashwa Shaker Ragab, Dr. Diaa Salama, Omnia Elrashidy (2024)Title: Fraud Detection ML: 

Machine Learning Based on Online Payment Fraud Detection 

2.3.2.1. Concept: 

The main goal of this article is to effectively detect online payment fraud by using machine learning 

techniques. The suggested approach incorporates supervised models that can identify fraudulent activity 

into larger risk management processes by using previous transaction data to train the models. 

2.3.2.2. Merits: 

The efficient application of machine learning, which greatly improves detection accuracy, is a key 

advantage. The system's capacity to rank and lessen dangers is further enhanced when fraud detection is 

integrated into a risk management framework. 

2.3.2.3. Demerits: 

The main drawbacks include scalability problems when handling high transaction data volumes and a 

failure to investigate more advanced deep learning techniques, which can perform better than conventional 

ML algorithms in challenging situations. 
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2.3.2.4. Resolving Drawbacks: 

To increase model scalability and computational efficiency, the article suggests using deep neural 

networks in the future and switching to cloud-based infrastructure. 

2.3.3. Oluwaseun Isaac Odufisan (2025)Title: Harnessing Artificial Intelligence and Machine 

Learning for Fraud Detection and Prevention in Nigeria 

2.3.3.1. Concept: 

With an emphasis on identifying fraud based on behavioral aberrations and automating monitoring systems 

to minimize manual oversight, this study investigates the use of AI and ML technologies for fraud 

prevention in the Nigerian banking industry. 

2.3.3.2. Merits: 

The ability to employ behavioral analytics to identify irregularities in user behavior and the possibility of 

automating processes to save operating expenses are two important benefits. These elements support fraud 

detection systems that are more proactive and economical. 

2.3.3.3. Demerits: 

The study draws attention to cybersecurity risks brought on by more digital connectivity and points out that 

the caliber and variety of training data might affect how well detection algorithms work. 

2.3.3.4. Addressing Drawbacks: 

The study suggests using adversarial training to increase model resilience and strengthening system 

security using strong cybersecurity procedures. To preserve detection accuracy and flexibility, it also 

suggests ongoing retraining with updated and varied datasets. 

2.3.4. Identified Gaps in Existing Research 

Even while the amount of research on detecting online payment fraud is increasing, there are still a number 

of important holes that need to be filled. The majority of current research focuses on blockchain 

applications or machine learning strategies alone, but few examine how they may be integrated to provide 

reliable, open, and real-time fraud detection systems. Furthermore, a lot of suggested models are not 

validated in real-world, live transaction situations and are only evaluated on static datasets. Furthermore, 

there is still a lack of research on how to integrate these models with commercial payment gateways like 

Razorpay, which restricts their usefulness for consumer-facing apps. These limitations underscore the need 

for more thorough, scalable, and real-time fraud detection frameworks that smoothly integrate into current 

financial infrastructures and use blockchain technology to guarantee trust and data integrity in addition to 

incorporating AI/ML methodologies. 

Absence of Integrated Frameworks: The majority of current research treats blockchain and machine 

learning as distinct fields, ignoring the possibilities of working together. Both detection accuracy and 

transactional transparency might be greatly improved by a single framework that combines the security 

and immutability of blockchain technology with the predictive power of machine learning. 

Lack of Real-Time Deployment: Most fraud detection methods depend on static, historical datasets for 

training and evaluation. When used in dynamic payment systems that need prompt fraud detection and 

reaction, these models are less successful since they frequently lack validation in real-time settings. 

Underutilization of High-Dimensional and Ensemble Models: Much research continues to depend on 

traditional methods such as logistic regression or decision trees, even though modern machine learning 

approaches have demonstrated effectiveness. Precision is decreased when high-dimensional triage models 

or ensemble learning techniques are not used, particularly when identifying intricate and dynamic fraud 

patterns. 

III METHODOLOGY 

The proposed system begins by collecting user transaction inputs through a secure front-end interface 

integrated with the Razorpay payment gateway. These inputs are preprocessed and passed to a trained 

LightGBM model, enhanced with a Higher Dimensional Triage Model to improve anomaly detection in 

imbalanced datasets. The model evaluates the transaction in real time and predicts whether it is fraudulent 

or legitimate. If flagged as legitimate, the transaction proceeds via Razorpay; otherwise, it is blocked. Each 
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transaction and its status are recorded on a private blockchain for immutability and traceability. The 

backend, built using Flask, handles routing, API calls, and blockchain interactions. The system is 

evaluated using performance metrics like accuracy,recall,F1-score and precision on real- world financial 

datasets. 

 

 
 

 

 

 

3.1. Machine Learning-Based Fraud Detection Module 

The core of the fraud detection system is powered by a supervised machine learning model trained on real-

world financial transaction datasets. Using LightGBM, the module handles large, imbalanced datasets 

efficiently and accurately. The Higher Dimensional Triage Model is applied during preprocessing to 

transform features into a space where fraudulent and legitimate transactions become more separable. This 

step enhances model sensitivity to subtle fraud patterns. The module continuously classifies incoming 

transaction data in real-time, returning a binary prediction that determines whether a payment is allowed or 

blocked. 

3.2. Blockchain Logging Module 

To ensure transparency and security, the system integrates a lightweight, private blockchain for logging 

each transaction along with its fraud prediction outcome. This module hashes each transaction's metadata 

and appends it to a distributed ledger, making records tamper-proof and verifiable. By maintaining an 

immutable transaction history, the blockchain component reinforces auditability and trust in the fraud 

detection process. It plays a critical role in financial compliance and traceability for institutions and 

regulators. 

3.3. Razorpay Payment Integration Module 

This module interfaces with the Razorpay API to simulate real-world payment processing. Once a 

transaction is classified as legitimate, the payment request is forwarded to Razorpay. If flagged as 

fraudulent, the transaction is halted before any monetary action occurs. Razorpay handles real-time fund 

transfers, email notifications, and secure transaction tokens. The integration ensures that only validated and 

safe transactions are completed, reducing chargebacks and unauthorized transfers. 

3.4. Higher Dimensional Triage Model Module 

The triage module enhances fraud prediction by projecting input features into a higher-dimensional feature 

space using mathematical transformations like kernel functions or PCA variants. These transformations 

help expose non-linear separability between classes (fraudulent vs. genuine), which traditional models 

might overlook. This approach increases the effectiveness of LightGBM and allows better detection even 

with limited fraudulent samples. 

3.5. Frontend User Interface Module 

The user-facing frontend is a minimal yet functional web interface built using HTML, CSS, and optionally 

React.js. It collects transaction inputs like name, email, and amount, then communicates with the backend 

via secure HTTP requests. It displays fraud analysis results and payment outcomes clearly to the user. This 

module ensures usability, transparency, and seamless interaction with the fraud detection system. 
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3.6. Backend Processing and API Module 

The Flask-based backend handles all server-side operations, including model inference, blockchain logging, 

Razorpay integration, and request routing. It exposes secure API endpoints that manage communication 

between frontend inputs, the ML model, and the blockchain. The backend is lightweight, scalable, and 

deployable on both local machines and cloud platforms, supporting real-time responses for financial 

transactions. 

 

IV RESULTS AND ANALYSIS 

The proposed system was evaluated on the publicly available Credit Card Fraud Detection dataset 

from Kaggle, which contains 284,807 transactions, of which only 492 are fraudulent. Due to this 

significant class imbalance (~0.17% fraud), traditional accuracy metrics are insufficient alone, so 

precision, recall, and F1-score were prioritized in analysis. 

4.1. Model Performance 

The LightGBM model, combined with the Higher Dimensional Triage transformation, showed robust 

performance in distinguishing fraud from legitimate transactions. The evaluation metrics on the test set are 

as follows: 

 Accuracy: 99.81% 

 Precision: 93.47% 

 Recall: 91.20% 

 F1-Score: 92.32% 

 AUC-ROC: 0.988 

These results highlight the system’s ability to maintain high fraud detection (recall) while minimizing false 

positives (high precision), critical in real-world financial applications where blocking legitimate users is 

highly undesirable. 

 

4.2. Impact of Higher Dimensional Triage Model 

Without the triage model, the classifier’s F1-score dropped to 87.6%, indicating the importance of 

projecting the data into a space that enhances class separability. The triage model allowed the system to 

detect fraud patterns that were otherwise indistinguishable in the original feature space, especially useful 

when working with minimal fraud samples. 

4.3. Blockchain Logging Effectiveness 

All transactions, including those blocked by the model, were successfully logged on a private blockchain. 

Each block stored the transaction ID, timestamp, classification result, and hash of transaction data. This 

ensured non-repudiation and data integrity, allowing auditors to verify system decisions in a tamper-proof 

manner. 

4.4. End to End System Evaluation 

To assess usability and real-time performance, a test suite of 100 synthetic transactions was run through 

the full pipeline (UI → Backend → ML Model → Razorpay → Blockchain): 

 Average Prediction Time: 0.18 seconds 

 Average Transaction Processing Time (Complete Flow): 2.9 seconds 

 False Positive Rate: 0.08% 

 False Negative Rate: 0.12% 

These metrics confirm the system’s suitability for real-time applications, such as e-commerce or online 

banking platforms. 
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4.5. Visualization 

 A confusion matrix and ROC curve were generated to visualize performance. 

 Transaction logs were plotted over time to show blocked vs. approved transactions. 

 Blockchain logs were verified for hash integrity and immutability. 

 

V FUTURE SCOPE 

5.1 Intelligent Behavioral Fraud Profiling Module 

The Intelligent Behavioral Fraud Profiling Module is designed to enhance fraud detection by analyzing 

subtle user behavior patterns during transactions. By capturing data such as keystroke dynamics, mouse 

movements, transaction timings, and browsing behavior, the module builds a behavioral signature for each 

user. Leveraging AI and anomaly detection algorithms, it can distinguish between legitimate users and 

impostors—even when credentials are correct. This layer of behavioral intelligence reduces reliance on 

static rules and helps detect sophisticated fraud attempts like account takeovers or automated bot 

transactions. Additionally, it adapts to each user’s evolving patterns, ensuring long-term accuracy and 

reducing false positives without compromising the user experience. 

5.2 Context-Aware Adaptive Risk Engine 

The Context-Aware Adaptive Risk Engine dynamically adjusts fraud detection thresholds based on 

transaction context, such as geolocation, device fingerprints, transaction history, and time of day. Unlike 

traditional one-size-fits- all fraud models, this engine uses context-specific scoring, ensuring high-risk 

transactions are rigorously screened while low-risk ones proceed smoothly. Integrated with machine 

learning pipelines, it continuously learns from flagged cases, gradually refining its understanding of high-

risk patterns. This smart flexibility improves precision and enhances usability, especially during peak load 

or high-volume traffic periods like festive sales or travel seasons. 

5.3 Cross-Platform Payment Gateway Integration Layer 

Expanding beyond Razorpay, the cross-platform payment gateway integration layer is envisioned to 

support multiple payment APIs such as Stripe, PayPal, Google Pay, and UPI. This module will standardize 

transaction inputs from different gateways and process them through a unified fraud detection pipeline. 

With growing e-commerce globalization, this layer ensures the system’s scalability and relevance across 

diverse geographies and platforms. It also handles multi-currency normalization and API error 

management, providing seamless fraud protection irrespective of the gateway used. 

5.4 Blockchain-Driven Dispute Resolution System 

To increase transparency and trust, a blockchain-driven dispute resolution system is proposed. Every 

transaction and its corresponding fraud analysis score are immutably logged on a private or consortium 

blockchain. In the event of a dispute or chargeback, these logs serve as verifiable proof of system actions. 

Smart contracts can be used to automate certain responses—such as reversing flagged payments or 

escalating unresolved issues. This module not only boosts credibility with merchants and users but also 

simplifies audit and compliance tasks for financial regulators. 

 

VI DISCUSSION 

The Online Payment Fraud Detection System presents a transformative solution to the increasing threat of 

fraudulent transactions in digital commerce. By integrating advanced machine learning algorithms like 

LightGBM and Higher Dimensional Triage Models with blockchain-backed transaction logging, the system 

ensures both intelligent detection and secure, immutable record-keeping. This hybrid approach balances 

speed, accuracy, and accountability, significantly reducing false positives while flagging genuine threats in 

real-time.To ensure inclusivity and adaptability across global financial ecosystems, the system supports 

multi-currency transactions and regional payment gateways like Razorpay, with plans to extend 

compatibility to platforms like PayPal, Stripe, and UPI. This makes the system suitable for both local 

businesses and global enterprises seeking fraud mitigation at scale. The model is trained on diversified, 

anonymized datasets to minimize bias and reflect a wide range of legitimate consumer behaviors across 

cultures and geographies.Challenges such as transaction data sparsity, evolving fraud tactics, and 
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adversarial attacks are addressed through adaptive learning and continuous model retraining. Blockchain 

integration not only boosts transparency but also supports future applications like automated dispute 

resolution and regulatory compliance audits. To enhance explainability and trust, future versions of the 

system will incorporate interpretable AI models, allowing merchants and regulators to understand why a 

transaction was flagged.The system adheres to global data protection laws like GDPR, ensuring ethical use 

of personal data through anonymization, encryption, and access control. Furthermore, a human-in-the-loop 

feedback mechanism helps refine predictions and upholds accountability, ensuring that automation is 

responsibly managed.Ultimately, this fraud detection platform represents a secure, scalable, and intelligent 

defense against digital financial crimes, adaptable to the dynamic needs of modern e-commerce. With future 

developments in federated learning and behavioral biometrics, it holds the potential to redefine trust and 

safety in the digital transaction landscape. 

 

VII CONCLUSION 

Online payment systems that use blockchain and machine learning offer a potent fraud detection solution, 

guaranteeing the safety and reliability of financial transactions. This experiment showed how well a 

machine learning model— LightGBM in particular—predicts fraudulent payment activity using 

transaction data from the past. We improved transparency and immutability by integrating blockchain for 

transaction recording, which further fortified the system's overall security. Furthermore, the integration of 

the Razorpay payment gateway made it possible to execute transactions securely and smoothly, which 

improved the system's use and efficiency.We found that using cutting-edge machine learning models, such 

as LightGBM, throughout the implementation process contributed to high recall and accuracy rates in 

identifying fraudulent activity. In order to ensure the integrity of transaction records and make it more 

difficult for fraudsters to manipulate the system, the blockchain layer was essential. By combining these 

technologies, a strong framework is created that can reduce the risk of fraud while simultaneously 

enhancing stakeholder and user confidence.The research did, however, face a number of difficulties, such 

as managing unbalanced datasets and the processing requirements of complicated model training. 

Notwithstanding these difficulties, the suggested method offers a strong basis for further improvements, like 

adding real-time fraud detection capabilities, expanding the blockchain architecture, and implementing 

more sophisticated fraud detection algorithms. 

 

REFERENCES 

1. Ashfaq, T., Khalid, R., Yahaya, A. S., Aslam, S., Azar, A. T., Alsafari,S., & Hameed, I. A. (2022).“A 

Machine Learning and Blockchain Based Efficient Fraud Detection Mechanism.” Sensors, 22(19), 

7162. https://www.mdpi.com/1424-8220/22/19/7162 

2. Lu, M., Han, Z., Rao, S. X., Zhang, Z., Zhao, Y., Shan, Y., Raghunathan, R., Zhang, C., & 

Jiang, J. (2022).“BRIGHT: Graph Neural Networks in Real-Time Fraud Detection.” arXiv 

preprint arXiv:2205.13084. https://arxiv.org/abs/2205.13084 

3. Chy, M. K. H. (2024).“Proactive Fraud Defense: Machine Learning’s Evolving Role in Protecting 

Against Online Fraud.”arXiv preprint arXiv:2410.20281. https://arxiv.org/abs/2410.20281 

4. Fahad, A. (2024).“Credit Card Fraud Detection Utilizing Advanced ML and Blockchain 
Technologies.”International Journal of Intelligent Systems and Applications in Engineering, 12(4), 2801– 
.https://ijisae.org/index.php/IJISAE/article/view/6603 

5. Ke, Z., Zhou, S., Zhou, Y., Chang, C. H., & Zhang, R. (2025). “Detection of AI Deepfake and Fraud 

in Online Payments Using GAN-Based Models.”arXiv preprint arXiv:2501.07033. 

https://arxiv.org/abs/2501.07033 

http://www.ijcrt.org/
https://www.mdpi.com/1424-8220/22/19/7162
https://arxiv.org/abs/2205.13084
https://arxiv.org/abs/2410.20281
https://ijisae.org/index.php/IJISAE/article/view/6603
https://arxiv.org/abs/2501.07033

