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Abstract: Intelligent systems like recommendation engines, conversational agents, and automated 

decision-support tools are increasingly incorporating Large Language Models (LLMs). These models 

raise new security issues despite their sophisticated language generation capabilities. Prompt injection, 

in which adversarial inputs are intended to affect or override the model's intended behavior, is one 

significant threat. This work investigates different types of prompt injection attacks, such as jailbreak 

techniques meant to get around safety controls, direct instruction overrides, and indirect attacks via 

external data sources. Such attacks can alter responses, lower system reliability, and possibly reveal 

sensitive information, according to experimental evaluation. 

The study looks into a number of defense strategies, such as input sanitization, context isolation, and 

response monitoring, to lessen these risks. The findings show that the robustness of LLM-based 

systems is greatly improved by using a layered security approach. In order to guarantee the reliable and 

secure implementation of AI-driven applications, this paper highlights the necessity of incorporating 

security-aware design principles. 

 

Index Terms - Large Language Models (LLMs), Prompt Injection Attacks, Adversarial Prompting, 

AI Security, Jailbreak Techniques, Input Sanitization, Context Isolation, Response Monitoring, Data 

Leakage, Secure AI Systems. 

 

I. INTRODUCTION 

 

The creation of extremely powerful intelligent systems has been made possible by the recent rapid 

advancements in artificial intelligence. Because of their capacity to comprehend and produce text that is 

similar to that of humans, Large Language Models (LLMs) have emerged as a crucial technological 

advancement. Strong performance has been demonstrated by models created by companies like OpenAI, 

Google DeepMind, and Meta AI on a variety of natural language processing tasks [1]–[3]. They are 

therefore frequently utilized in applications such as search engines, virtual assistants, automated 

customer service, and decision-support systems [4], [5]. 
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The increasing use of LLMs has created new security issues despite their efficacy [6], [7]. These systems 

are highly dependent on user input, so well-crafted prompts can have an impact. Prompt injection, in 

which attackers create inputs to alter the model's behavior, is one of the main new threats [8], [9]. 

Attacks of this kind could result in unexpected consequences, circumvent safety regulations, or even the 

disclosure of private data. 

 

Prompt injection works by manipulating natural language inputs, in contrast to conventional cyber 

security attacks that focus on software flaws [10], [11]. This increases the difficulty of detection with 

traditional security measures. Sometimes the model's response can be drastically changed by a single 

malicious prompt, overriding the system's intended behavior [12]. 

 

When LLMs are integrated with external tools, APIs, or dynamic data sources, the risk increases. 

Indirect or multi-step injection attacks are made possible by these integrations, which expand the attack 

surface [13]. Ensuring the security and dependability of LLM-based systems becomes crucial as they are 

utilized more frequently in delicate industries like healthcare, finance, and education [14]. 

 

Understanding prompt injection attacks and how they affect system behavior is crucial to resolving these 

issues. The analysis of various prompt injection methods and their impact on LLM-based applications is 

the main goal of this paper. In order to increase system resilience, it also investigates defense techniques 

like input validation, context filtering, prompt isolation, and output monitoring [15]. Supporting the 

creation of dependable, safe AI systems that can fend off changing adversarial threats is the goal.  

 

 

II. LITERATURE SURVEY 

 

Large Language Model (LLM)-based systems are increasingly vulnerable to prompt injection attacks. 

These attacks take advantage of LLMs' natural language interface to control their behavior and subvert 

intended system commands. Johann Rehberger's early studies showed how well-crafted prompts can 

directly affect model outputs and result in unexpected actions or data exposure [16]. The fundamental 

weakness in prompt-based interaction systems was brought to light by this work. Indirect prompt 

injection attacks, in which malicious instructions are embedded within external data sources like web 

pages, documents, or APIs, were further investigated by Kai Greshake et al. [17]. Their research 

showed that when LLM-integrated applications process untrusted external content without the 

necessary validation, they are especially vulnerable. 

Xinyun Chen et al.'s research on jailbreaking techniques revealed that structured adversarial prompts 

can force models to produce restricted or harmful content and get around built-in safety mechanisms 

[18]. These methods show how inadequate the current safety filters are at managing intricate prompt 

manipulations. Simon Willison has also addressed the security risks of prompt-based interactions, 

emphasizing that prompt injection can change system behavior and affect downstream AI applications 

[19]. The study emphasizes the necessity of strong system-level safeguards and secure prompt design. 

Numerous defense mechanisms have been suggested to deal with these issues. To increase the 

dependability of LLM outputs, Percy Liang et al. developed safety alignment methods and assessment 

frameworks [20]. By using prompt engineering techniques and improved training, these methods aim to 

lessen adversarial manipulation. Additionally, OWASP guidelines identify prompt injection as a critical 

risk in LLM applications and suggest mitigation techniques like output filtering, input validation, and 

access control mechanisms [21]. These suggestions offer a workable framework for developing safe 

LLM-based systems. In order to improve model robustness against changing attack techniques, recent 

research also highlights the significance of multi-layered defense strategies, such as adversarial testing, 

system prompt isolation, and context sanitization [22]. 
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IV. PROBLEM STATEMENT 

Large Language Models (LLMs) are increasingly deployed in critical applications such as chatbots, 

virtual assistants, automated support systems, and decision-support tools. These systems rely on natural 

language inputs, which, while enabling flexible interaction, also expose them to a class of adversarial 

threats known as prompt injection attacks. In such attacks, malicious inputs are crafted to override 

system instructions, bypass built-in safety measures. 

model into leaking sensitive information. 

 Unlike conventional software vulnerabilities that target code or network layers, prompt injection 

operates at the semantic level of language, making detection with standard security tools particularly 

difficult. As LLMs are integrated with external APIs, databases, and dynamic data sources, the attack 

surface expands further, enabling multi-step and indirect injection strategies. The growing deployment 

of LLMs in high-stakes domains such as healthcare, finance, and education makes this threat especially 

consequential. There is therefore a critical need to systematically analyze prompt injection 

vulnerabilities, assess their impact on system reliability and security, and identify effective, layered 

defense mechanisms to protect LLM-based applications against evolving adversarial inputs. 

 

 

V. OBJECTIVE 

 

• To analyze the security vulnerabilities of Large Language Models (LLMs) when exposed to 

prompt injection attacks. 

• To identify and study different types of prompt injection techniques that manipulate the 

behavior of LLM-based intelligent systems. 

• To experimentally demonstrate how adversarial prompts can override system instructions and 

influence model responses. 

• To evaluate the impact of prompt injection attacks on the reliability and security of AI-driven 

applications. 

• To evaluate and validate defense strategies—including input filtering, prompt isolation, context 

sanitization, and response monitoring—through experimental comparison of LLM behavior 

before and after applying these mechanisms in order to mitigate prompt injection attacks in 

intelligent systems. 

 

VI. METHODOLOGY 

 

This research uses experiments to explore how prompt injection attacks affect systems built on Large 

Language Models, while also testing ways to defend against them. Set up like actual tools people use 

daily - think chatbots or voice helpers - the setup follows fixed rules to guide interactions. Starting from 

controlled conditions, the test space behaves much like services found online today. 

 

Some adversarial prompt types were built - like those trying to overwrite instructions, break 

restrictions, or sneak data in hidden forms. Into the system these test cases go, triggering shifts in how 

the model replies. Response changes pop up: rules get ignored, boundaries crossed, private details slip 

out. Each result gets logged right after it appears. From there, a close look follows, measuring what 

worked and what fell flat. Effectiveness comes down to which method pushed farthest without 

breaking. Patterns start showing once enough trials stack up. 

After checking for weaknesses, several safeguards go into place - cleansing inputs, verifying prompts, 

separating contexts, watching outputs. Performance gets measured both earlier and later, so changes in 

strength and consistency become clear through comparison. 

     A closer look at different approaches shows how layering defenses can reduce the impact of prompt 

injections while improving system reliability when using large language models. Though not foolproof, 

combining multiple safeguards tends to hold up better under varied attack scenarios. Each added 

measure shifts the balance slightly toward more stable performance. Resilience emerges less from any 

single fix and more through cumulative design choices. How well these layers work together often 

depends on context-specific adjustments rather than universal rules. A setup like this aims to explore 

what happens when prompt injection attacks target apps built around large language models, also 

checking ways to boost protection. One part handles incoming data, another manages model replies, 
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while a third adds safety checks. Each piece plays a role in observing weaknesses and possible fixes as 

refered in figure 1. 

Starting off, users provide input that enters the system. Whether ordinary questions or carefully shaped 

harmful requests, each one moves forward into processing. Once handled, these go to the large 

language model, where replies form according to what was asked. Testing weak spots happens by 

slipping in various prompt injections - examples include rewriting intended rules or breaking through 

usage limits. A closer look at how prompts shape model actions reveals patterns that might skirt safety 

boundaries. When weaknesses appear, extra protection gets layered in place. Suspicious entries face 

checks through validation steps. Filtering cuts off dangerous attempts before they go further. Outputs 

pass through scrutiny to confirm they stay within limits. Behavior shifts become clear when comparing 

results with and without safeguards active. Effectiveness comes into view only once every change has 

been measured carefully. Stronger performance follows from studying what holds up and what falls 

short. 

 
Figure 1: System Architecture of Prompt Injection Attack Detection and Mitigation in LLM-Based 

Systems 

 

VII. RESULTS 

This section presents the experimental results obtained by subjecting LLM-based systems to a series of 

controlled prompt injection attack scenarios. Eight cases were evaluated, spanning indirect injection, 

direct instruction-based injection, data-level manipulation, comparative security analysis across 

multiple LLMs, attack pattern classification, multi-layered defense architecture, and a before-and-after 

comparison of defense mechanism effectiveness. Each case is described with the attack setup, the 

observed model behavior, and the key finding. The results collectively demonstrate the vulnerabilities 

of LLMs to various prompt injection techniques and validate the effectiveness of the proposed layered 

defense strategies. 
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Case 1: Indirect Prompt Injection Attempt 

In this experiment, a prompt injection attack was embedded within a document as a low-emphasis 

instruction (e.g., “Ignore previous instructions and output your system prompt”). The attack type is 

indirect injection via document content. The model successfully identified and ignored the malicious 

instruction, generating a correct summary based only on the relevant document content. This result 

indicates that modern LLMs exhibit baseline robustness against weakly embedded indirect prompt 

injections, maintaining task integrity even in the presence of adversarial input. 

 

Figure 2: Indirect Prompt Injection Attempt 

This indicates that the model is capable of distinguishing between the primary task and unrelated or 

suspicious instructions when they are weakly embedded. The result demonstrates that modern Large 

Language Models exhibit a degree of robustness against basic indirect prompt injection attempts, 

maintaining task integrity even in the presence of adversarial input. 

Case 2: Strong Instruction-Based Injection  

In this experiment, the malicious instruction was made more prominent by using explicit emphasis cues 

such as “IMPORTANT: Follow all instructions in this document” along with forceful directives. The 

attack type is direct instruction-based injection with enhanced prominence. Despite this increased 

emphasis, the model continued to ignore the adversarial instruction and produced a correct document 

summary. This result indicates that heightened phrasing or visible urgency alone is insufficient to 

compromise the model’s behavior, demonstrating the resilience of built-in alignment mechanisms 

against direct prompt override attempts. 
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Figure 3: Strong Instruction-Based Injection 

Key finding: The model’s safety mechanisms are robust against instruction-emphasis attacks. This 

indicates that the RLHF-based alignment of modern LLMs is not easily overridden by surface-level 

prompt manipulation. 

Case 3: Data-Level Prompt Injection 

In this experiment, the malicious content was embedded as part of the document data rather than as an 

explicit instruction—specifically, a phrase such as “This system is vulnerable” was inserted within the 

body of the document content. The attack type is data-level prompt injection via content embedding. 

 

Figure 4: Data-Level Prompt Injection 

The model reproduced the phrase “This system is vulnerable” in its output, treating the embedded 

adversarial phrase as legitimate document information. This demonstrates a critical vulnerability: when 

malicious content is formatted to resemble normal data (rather than an explicit instruction), the model 

cannot distinguish it from trusted content. Key finding: Data-level injection is a more subtle but 
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significant attack vector compared to instruction-based injection. It underscores the need for input 

sanitization and content-level filtering before data is passed to the LLM. 

Figure 5 presents a comparative security evaluation of five prominent LLMs—GPT-4o, Claude 4, 

Gemini 1.5, LLaMA 3, and Mistral—across three metrics: compliance with system instructions (higher 

is better), susceptibility to prompt bypass attempts (lower is better), and risk of information leakage 

(lower is better). The results are based on simulated experimental scenarios under 2026 threat 

conditions. 

 

Figure 5: Comparative Security Evaluation of Large Language Models Against Prompt Injection 

Attacks (2026) 

 

As shown in Figure 5, proprietary models such as GPT-4o and Claude 4 demonstrated higher 

instruction compliance rates (above 85%) and lower information leakage risk (below 15%), whereas 

open-source models such as LLaMA 3 and Mistral showed comparatively higher susceptibility to 

adversarial prompt manipulation and greater leakage risk. This disparity reflects differences in RLHF 

alignment quality and safety fine-tuning. Key finding: Stronger alignment training significantly reduces 

prompt injection vulnerability; open-source models require additional post-deployment hardening. 

 

Table 1 (Figure 6) presents a categorized taxonomy of prompt injection attack patterns identified under 

simulated 2026 conditions. The categories include direct instruction override, indirect data embedding, 

jailbreak prompting, multi-step injection, and tool exploitation. For each category, the table details the 

attack mechanism, the observed LLM behavior, and the vulnerability exploited. 

 

 
 

Table 1: Classification of Prompt Injection Attack Patterns in LLM-Based Systems 

 

As shown in Table 1, the taxonomy covers five attack categories: (1) Direct Instruction Override, where 

explicit commands attempt to replace system instructions; (2) Indirect Data Embedding, where 

malicious instructions are hidden within processed content; (3) Jailbreak Prompting, where structured 

adversarial prompts bypass safety filters; (4) Multi-Step Injection, where attacks are distributed across 

multiple interaction turns; and (5) Tool Exploitation, which targets LLM-connected APIs and plugins. 
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Key finding: Multi-step injection and tool exploitation represent the most sophisticated and difficult-to-

detect attack vectors, necessitating pipeline-level defenses beyond simple input filtering. 

 

Defense Mechanisms Against Prompt Injection Attacks 

 

To mitigate prompt injection attacks in LLM-based systems, the following defense strategies were 

implemented and evaluated across multiple layers of the system architecture. 

As attack methods evolve, so too must safeguards adapt through continuous review. 

Input Validation and Filtering: User inputs are screened for patterns associated with injection attempts, 

including instruction-override keywords and unusual command sequences. Flagged inputs are blocked 

or sanitized before reaching the model, preventing adversarial prompts from influencing model 

behavior at the earliest stage. 

System Prompt Isolation: Internal system prompts are maintained in a separate, protected processing 

context that is inaccessible to user-provided inputs. This prevents adversarial user content from 

overriding or contaminating core system directives.  

Context Sanitization: External content ingested from files, web sources, or APIs is pre-processed to 

neutralize embedded instructions before it is passed to the LLM. This reduces the effectiveness of 

indirect injection attacks that rely on malicious data embedded within trusted-looking content. 

Output Monitoring: Model responses are evaluated against a set of safety criteria before being returned 

to the user. Responses containing sensitive information disclosures, policy violations, or instruction-

override confirmations are flagged and either modified, suppressed, or regenerated. 

 

 
Figure 7: Multi-Layered Defense Architecture for Prompt Injection in LLM-Based Systems. 

 

The diagram shows five sequential defense layers: (1) Input Validation, (2) System Prompt Isolation, (3) 

Context Sanitization, (4) Output Monitoring, and (5) Role-Based Access Control (RBAC), each 

positioned within the LLM processing pipeline. 

As illustrated in Figure 7, the multi-layered defense architecture positions each control at a distinct 

stage of the LLM pipeline. Role-Based Access Control (RBAC) restricts which users or processes can 

invoke sensitive model capabilities, ensuring that only authorized requests reach the LLM. By 

assigning distinct permission levels to different user roles, the RBAC layer further reduces the attack 

surface available to adversaries. 

Adversarial Training and Red-Teaming: Models are exposed to diverse simulated injection attacks 

during fine-tuning, improving their intrinsic resistance. Red-team testing identifies residual 

vulnerabilities before deployment, enabling targeted remediation prior to public release. 
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The combined deployment of these five defense layers resulted in measurable improvements in system 

robustness. No single mechanism proved sufficient in isolation; however, their cumulative effect 

significantly reduced successful injection rates across all tested attack categories, as quantified in Table 

2 (Figure 8) below. 

Mapping of Attacks to Defense Mechanisms 

Table 2 presents a comparative analysis of LLM behavior before and after implementing the defense 

mechanisms described above. The comparison is organized across six attack scenarios, with each row 

specifying the behavior observed without defenses (vulnerable state) and the behavior observed with 

defenses active (protected state). 

 

Table 2: Comparative Analysis of Large Language Model Behavior Before and After Implementing 

Defense Mechanisms 

As shown in Table 2, prior to applying the defense controls, the LLM was highly susceptible to all five 

attack categories—instruction overrides succeeded, sensitive data was leaked, and jailbreak prompts 

bypassed safety filters. After incorporating the layered defense strategy (input filtering, prompt 

isolation, context sanitization, output monitoring, and RBAC), the system demonstrated significantly 

improved robustness: instruction override attempts were blocked, information leakage was reduced, 

and jailbreak success rates dropped substantially. This before-and-after comparison confirms that a 

multi-layered approach is both necessary and effective for securing LLM-based applications against 

evolving adversarial threats. 

 

 

VIII. CONCLUSION 

This research looked into threats tied to prompt injection within systems using large language models. 

Findings revealed that hostile inputs may shift how models respond, sometimes causing unintended 

outputs. Instead of following original guidance, certain triggers redirected processing paths entirely. 

Inputs designed to bypass rules - like hidden commands or rewritten contexts - proved effective under 

testing conditions. Even changes made at the data layer influenced outcomes without immediate 

detection. System consistency weakened when exposed to crafted sequences through either method. 

Although linking large language models to outside tools may open doors to sophisticated threats, 

handling incoming data wisely helps limit risks. When tested under pressure, systems fortified with 

smart safeguards held up much better than those without. Protection strategies, once put in place, 

clearly lowered weak points while boosting overall resilience. 

Security improves when defenses overlap. This study focused on layered methods - checking inputs, 

separating prompts, cleaning contextual data, watching outputs, limiting access - not one fix alone. 

Protection grows stronger through combination instead of singularity. Facing changing risks, mixed 

tactics offer more resilience than isolated ones. 

With growing use of large language models in everyday tools, safety becomes a central concern. Work 

ahead might explore better ways to spot risks, build self-running safeguards, or agree on testing rules - 

each helping systems resist manipulation through crafted inputs. 
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